NHOOPMALIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA U151 PASMEILLIEHUSA
HA OOPUIINAJIBHBIX HHTEPHET-PECYPCAX
C Ka)XabIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIKOJIBHUKH OJTHU U3 CaMbIX
aKTUBHBIX NOJIb30Bareneil Pynera. Mexay Tem, IOMMMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HeCeT U MpoOsieMbl. DTa MaMsTKa JOJKHA TOMOYb TeOe 6€30MacHO HaXOIUTHCS B CETH.
KoMmiproTepHbl€ BUPYCHI
KoMmribroTepHbIi BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrpaMM, OTIIMYUTENbHOM
0COOEHHOCTBIO KOTOPOH SIBIISIETCS] CIIOCOOHOCTh K pa3MHOKEHUI0. B tomnonHeHne K 3Tomy, BUPYChI
MOTYT MOBPEIUTH WM MOJHOCTHIO YHUUTOXKUTH BCE (aillibl U JaHHbBIE, ITOJKOHTPOJIbHBIE
M0JIb30BATENI0, OT UMEHH KOTOPOTo Obljia 3alyllieHa 3apakeHHast IporpamMma, a TakKe MOBPEAUTh
WIH JJa)Ke YHUYTOXKUTH ONEPAallMOHHYIO CUCTEMY cO BceMH (paiimamu B 1iesioM. B GonbiinHCTBE
CIIy4aeB pacIpOCTPaHSIOTCS BUPYChl YEPE3 NHTEPHET.
MeTobl 3aIIUTHI OT BPEAOHOCHBIX MPOTrpamMm:
1. Mcnionb3yil COBpEMEHHBIE OIIEPALIMOHHBIE CUCTEMBI, UIMEIOIINE CEPbE3HBIM YPOBEHD 3AIUTHI OT
BPEIOHOCHBIX MPOrPaMM;
2. IlocrosiHHO ycTaHaBiuBail nmautu (LU(pPOBBIE 3aIUIATKH, KOTOPbIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C IIEJIbI0 TOPAOOTKU MPOrpaMMbl) U APyrue OOHOBICHUS CBOEH OMEepallMOHHON
cucteMbl. CkaunBail X TOJBKO ¢ OpHUIIMATBHOTO caiita pazpadoTunka OC. Ecnu cymectByer
PEXHUM aBTOMaTHYECKOTO OOHOBJICHHUSI, BKIIIOUYH €T0;
3. Paboraii Ha cBOeM KOMIIBIOTEpE OJ] IIPaBaMM MOJIb30BATENs, a HE aIMHUHUCTPATOPa. ITO HE
MO3BOJIUT OOJILIIMHCTBY BPEIOHOCHBIX IPOrpaMM MHCTAJIIMPOBATHCS HAa TBOEM IEPCOHATIHLHOM
KOMIIBIOTEPE;
4. Mcnonp3yil aHTUBHPYCHBIE ITPOTPAMMHBIE POAYKTHI U3BECTHBIX ITPOU3BOIUTENEH, C
ABTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;
5. Orpanuub pU3NUECKHUl TOCTYI K KOMIIBIOTEPY AJIi TOCTOPOHHUX JIMII;
6. Mcrionp3yii BHEIIHUE HOCUTETN UH(OpMAIINK, TaKue Kak (IIemika, JUCK Win ¢Gailsl 3 MHTepHeTa,
TOJILKO U3 MPOBEPEHHBIX HCTOUHUKOB;
7. He oTKpbIBaii KOMIbIOTEPHBIE (DAMIIbI, TOTYUYECHHBIE U3 HEHAIC)KHBIX MCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MPUCIIal TBOM 3HAKOMBIN. JIyullie yTOuHH y HEro, OTIPABIISI JIU OH TeOe uX.
Cetn WI-FI
Wi-Fi - 510 He B TIepenayn TaHHBIX, HE TEXHOJIOTHS, a BCETO JUIh Openy, mapka. Eme B 1991
rojly HUJepiaHAcKas KomrnaHus 3apeructpuponaina opens "WECA", uto 0603Ha4ano
cinoBocodetanue "Wireless Fidelity", kotopsrit mepeBoauTcst Kak "OecrpoBOIHAS TOYHOCTS".
Jlo Hamero BpeMeHH Jionuia Apyrast abOpeBuarypa, KOTopas sBIsIeTCs TaKoi ke TeXHOJIOTHel. ITo
abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO TaHO C HAMEKOM Ha CTAaHJAPT BBICIIEH 3BYKOBOU
texuuku Hi-Fi, uto B mepeBozie 03Ha4aeT "BbICOKAsi TOUHOCTH".
Ja, GecrutaTHbI HHTEPHET-I0CTY B Kae, OTeNsIX U a3pONopTax SABISIETCS OTIUIHON
BO3MO)KHOCTBIO BBIXO/1a B UHTEpHET. HO MHOTHE 3KCIIepThI CUUTAIOT, YTO ob1eiocTynHbie Wi-Fi
CETH HE SABJISAIOTCS OE30MaCHBIMH.
Cogetsbl 110 0e30MacHOCTH pabOTHl B 00IIETOCTYHBIX ceTsx Wi-fi:
1. He mepenagaii cBoro uunyto nuaopmarmio yepes oomenoctymnusie Wi-Fi cetn. Pabotas B HuX,
JKEJIaTENIbHO HE BBOAMTH MAPOJIM JOCTYIIA, JOTUHBI U KAKHE-TO HOMEpA;
2. Ucnonp3yil 1 0OHOBIISIM aHTUBHPYCHBIE ITPOrpaMMBbl U OpaHamayep. TeM caMbIM Thl
o0e3omacuIlb cedst OT 3aKa4Ku BUpPYCa Ha TBOE YCTPOUCTBO;
3. [Ipu ucnonszoBarnu Wi-Fi otxmroun pynkmmro "OOmuit qoctym K Qaitiam u npuaTepam'.
JlanHast GyHKIUS 3aKpbITA [0 YMOIYAHUIO, OTHAKO HEKOTOPBIE MOIH30BATENN AKTUBUPYIOT €€ JIJIs
y100CTBa UCTIONB30BaHUS B paboTe MiIH yueoe;
4. He ucnons3yit myonmunsrii WI-FI s nepenaun Tu4HBIX JTaHHBIX, HATPUMED AJIS BBIXOJA B
COLIMAJIbHBIE CETH WU B 3JICKTPOHHYIO TOYTY;
5. cnionp3yii Tonbko 3amumieHHoe coeaunenue yepe3 HTTPS, a e HTTP, T.e. npu HaGope BeO-
anpeca BBoau uMeHHO "https://";



6. B mo6unsHOM Tenedone otkimoun ¢pynkuuio "llonkmouenne k Wi-Fi apromarnuecku”. He
JIOTTyCKall aBTOMAaTHYeCKOro MOAKIIOUeHHUs ycTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacus.
ConuanbHble CETH

ConuanbHble CETH aKTUBHO BXOJIST B HAIly JKU3Hb, MHOTHE JIIOJM pabOTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook ysxe 3aperncTpupoBan MUJUIHAP]] YEIOBEK, YTO SBIISETCS OHOM CeIbMOM
BCEX JKuTelel TuianeTsl. MHOTHE MOIb30BaTeNIM HE TOHUMAIOT, YTO MH(OpMaIKs, pa3MellieHHas
UMH B COLIMANIBHBIX CETSAX, MOXKET ObITh HaiiieHa U UCIIOJIb30BaHa KEM YTOJIHO, B TOM YHCJIEe HE
00s13aTeNIbHO ¢ OIaruMu HAMEPEHUSIMU.

OcCHOBHBIE COBETHI IO OE30MAaCHOCTH B COLIUATBHBIX CETAX:

1. Orpanunyb crucok apy3eil. ¥ 1eds B Apy3bsAX HE JOKHO ObITh CIyYallHBIX M HE3HAKOMBIX
JIIOJICH

2. 3amuiaii cBoro 4acTHyI0 ku3Hb. He ykaspiBail mapomnu, TenedoHsl, aapeca, 1aTy TBOETO
POXKJICHHS U APYTYIO JIMYHYIO HHPOPMAIHIO. 30yMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
MHGOPMAIUIO O TOM, KaK Thl U TBOM POJUTENH IJIAHUPYETE IPOBECTU KAaHUKYJIBI;

3. 3amumiaii CBOIO peryTaIHio - JEPKU €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: X0Teld ObI ThI, YTOOBI
JpyTHe MOJb30BaTeNu BUAEIH, UTO ThI 3arpyxaeis? [logymaii, npexie 4em 4To-To OnmyOIHKOBaTh,
Hanucarb U 3arpy3uTh;

4. Ecny Thl TOBOpHUIIB C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3yH CBOE PEAIBHOE UM U JPYTYIO
JMYHYIO0 HHPOPMALIMHU: UM, MECTO KUTEIHCTBA, MECTO YUeObl U ITpoUee;

5. N3berait pazmernienus ¢potorpaduii B UHTEepHETE, T/ THI M300pa)K€H HA MECTHOCTH, TI0O KOTOPOM
MOJKHO OIPEJEIINTh TBOE MECTOMOI0KEHHUE;

6. [1pu perucrpanuu B COIMAIBLHON ceTH HEOOXOAMMO UCTIOIb30BATh CIOKHBIE MTAPOIIH, COCTOSLINE
u3 OyKB M HUQP U C KOJTMYECTBOM 3HAKOB HE MEHee §;

7. JIns counaabHOU CETH, TMOUTHI U APYTUX CAUTOB HEOOXOAMMO HCIIONIB30BATh Pa3HbIE MapOJIH.
Torna ecnu Tebs B3IOMAIOT, TO 370YMBIIIICHHUKH MOTYyYaT JOCTYH TOJIBKO K OTHOMY MECTY, a HE BO
BCE Cpasy.

OJEKTPOHHBIE JEHBI U

DJIeKTPOHHBIE JIEHBIU - 3TO OUEHb YIOOHBIN CIIOCO0 IIaTex e, OTHAKO CYIIECTBYIOT MOILIEHHUKH,
KOTOPBIE XOTST MOJIyYNUThb ITH JEHBIH.

DJEeKTPOHHBIE JIEHbIY MOSBUIIMCH COBCEM HEAABHO U UMEHHO U3-3a 3TOr0 BO MHOTHX rOCYJapCcTBax
JI0 CUX TIOp HE IPONMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHU (D)yHKIIMOHUPYIOT M O HUX YK€ MPOMHICAHO B 3aKOHE, TJIe UX pa3JeisioT Ha
HECKOJIbKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€E, B
KOTOPBIX pa3peniaeTcsi IpOBOAUTH omepanuu 0e3 UAeHTHUPHUKAIIUH 1T0JIb30BaTeNs, a B
HEaHOHMMHBIX MIEHTH(UKALIUS TOIb30BaTeNs ABIseTCsS 00s3aTeIbHOM.

Taxoke cienyer pa3iuyarh AEKTPOHHbBIE (PUATHBIE JEHBIU (PaBHBI TOCY/IaPCTBEHHBIM BAJIIOTaM) U
ANIEKTPOHHbIE He(UaTHBIE ACHBI'M (HE PaBHBI TOCYAAPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 110 6€30MaCHON PaboTe C MEKTPOHHBIMU JICHHTAMH:

1. IlpuBsiku K cueTy MOOMIIBHBIN TelaeoH. DTO caMblii yIOOHBIH U OBICTPBIN CIIOCOO BOCCTAHOBUTH
JIOCTyT K cuety. [IpuBs3anHbIi TeneOoH MOMOXKET, €CIIH 3a0y/IeITh CBOM MIIATEKHBIA MapoJb WU
3aiIe1lIb HAa CAlT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yit ogHOpaszoBbie apoiu. [locie nmepexona Ha yCHIICHHYIO aBTOpH3AIUI0 TeOe yKe HEe
OyzeT yrpoxarb ONMacHOCTh KpaXKH WIM MepexBaTa IIaTeKHOTo mapoJs;

3. Beibepu cnoxubii naposb. [IpectynmHukam Oynet He MPOCTO yraaarh CIOKHBIN MapoJb.
HanexHble mapou - 3To Mapoiu, KOTOpbIe CoJepKaT He MEHee 8 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOIMHUCHBIE OYKBbI, IM(PPHI U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK Jloju1apa, QpyHTa,
BOCKJIMIIATEIIbHBIN 3HaK U T.I1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CAWTAX, KOTOPBIM HE JOBEPSCIIb.

DJEeKTpOHHAs Mo4YTa

DJEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MIPEI0CTaBIsIEMbIE €10 YCIYTH M0 NEePEChUIKE U
MOJTYYEHUIO SJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE pacpeesiIoTcsa B KOMIBbIOTEpHOH ceT. OOBIYHO
AIIEKTPOHHBIHM MOYTOBBIN MUK BRIIVISAUT CIEIYIOIIMM 00pa3oMm:



UMs_TI0JIb30BaTeNA(@uMs_JToMeHa. Takke KpoMe epeiauu MpoCcToro TeKCTa, MMEeTCst
BO3MOYKHOCTD I€pe/iaBaTh (Pailiibl.

OcHOBHBIE COBETHI IO 6€30MacHOM padoTe C AMEKTPOHHON MOUTOM:

1. Hago BbIOpaTh mpaBMIIbHBIN MOYTOBBIN cepBHC. B HHTEpHETE €CTh OrpOMHBIN BBIOOD
OeCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIyUIlle JOBEPATH TEM, KOTO 3HACIIb U KTO MEPBBIN B
pEUTHHTE;

2. He yka3pIBaii B INYHOM 1ouTe JIMYHYI0 HHPOopManuto. Hanpumep, sryurie BoIOpaTh
"My3bIKaJIbHBIN _(haHaT@" umm "pok2013" BmecTo "Temal3";

3. Mcnonp3yi ABYX3TAIIHYI0 aBTOPHU3ALMI0. DTO KOIJja IOMUMO Maposisl HY>KHO BBOJIUTH KOJ,
IIpUCBHITaeMbIN IO SMSS;

4. BoiOepu CIOXKHBIN maposb. [[jist Kak0ro MOYTOBOTO SIIIKMKA JOKEH OBITh CBOW HAICKHBIH,
YCTOMUMBBIN K B3JIOMY IIapOJIb;

5. Ecin ecTh BO3MOXXHOCTB HalMcaTb CAMOMY CBOM JIMUHBIM BOIIPOC, UCTIONB3YH 3Ty BO3MOKHOCTB;
6. Mcrionb3yil HECKOIBKO IMOYTOBBIX SIIIHUKOB. [1epBBIil 111 4aCTHOW MEPENUCKH C aIpecaTaMu,
KOTOPBIM ThI TOBEPSAEIIb. DTO IEKTPOHHBIN aJpec HE Ha/10 UCIOIb30BATh IPU PETUCTPALIUU HA
dbopymax u caiftax;

7. He oTkpbIBail (aiiibl U Ipyrue BIOXKEHUS B MUCbMAaX, Ja)ke €CIM OHU MPUIILTH OT TBOMX JIpy3el.
Jlydire yTOuYHU Y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (ailibl;

8. ITocne okoHuaHMs pabOTHI Ha TOYTOBOM CEPBUCE TIEpe]l 3aKPHITUEM BKIIAJKH C caiiToM He 3a0y/b
Hakath Ha "Beriitn".

KubepOymniauHr Uiy BUPTyalbHOE U3/1€BaTEIbCTBO

KubepOynauHr - mpecienoBanrie COOOEHUIMHA, COIEPKAIMMH OCKOPOJIECHUS, arpeCCHIO,
3aIlyTUBaHKE; XYJIUTAaHCTBO; COLIMAIbHOE OOMKOTHPOBAHHE C TIOMOIIBIO PA3JIMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KHOEPOYIITMHIOM:

1. He Gpocaiics B 60ii. Jlyumuii crioco0: mOCOBETOBATHCS KaK ce0sl BECTH U, €CITU HET TOTO, K KOMY
MOXHO OOpaTUTHCS, TO BHAYaJIe YCIIOKOUThCS. Eciu Thl HaYHEb 0TBEYaTh OCKOPOICHUAMH Ha
OCKOpOJICHHUSI, TO TOJIBKO eIie OOIbIINe Pa3oXoKeb KOH(IIUKT;

2. Yrpasisiii cBoeit KubeppemnyTammei;

3. AHOHUMHOCTbH B ceTH MHUMas1. CyIleCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTout BecTu XynuraHckui oOpa3 BUPTyaJbHOU *KU3HU. IHTepHET PUKCcHpyeT Bce TBOU
JeHCTBUS M COXpAHACT UX. YIAIUTh UX OyJeT KpailHe 3aTpyAHUTENILHO;

5. Colmronaii CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHUUHBIA Heratus. OTHOpPa30BbIe OCKOPOUTENbHBIE COOOIICHUS JTyUllle
urHopupoBarb. OOBIYHO arpeccus mpeKpamiaeTcsi Ha HadyalabHOW CTaIuu;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOILIEHUSIMU, B COIIHATIBHBIX CETSIX €CTh
BO3MOYKHOCTH OJIOKHPOBKH OTIPAaBKHU COOOIIEHU ¢ ONpeIeIEHHBIX a/IpeCcOB;

8. Ecnu ThI cBUzeTens KnubepOyiinHra. TBoM JecTBUS: BBICTYIIUTH IPOTHB MPECIe0BaTeNs,
MoKa3aTh MY, YTO €ro JIEHCTBUS OLICHUBAIOTCS HETaTUBHO, MOJJIEPKaTh KEPTBY, KOTOPOIl HYKHa
MICUXOJIOTHYECKast MOMOIIb, COOOIUTH B3POCIBIM O (PaKTe arpecCUBHOTO MOBEJCHHUS B CETH.
MoOumnbHbI TenedoH

CoBpeMeHHbIe cMapT(HOHBI U TUIAHIIETHI COAEPKAT B cebe BIIOIHE B3POCIbINA (YHKIMOHAT, U
Tenepb OHU MOT'YT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOMITbIoTepamMu. OJTHAKO, CPEACTB 3allUThI
JUIsL IOAOOHBIX YCTPOMCTB MOKa OYeHb Maso. TecTHpOBaHHUE U MOUCK YS3BUMOCTEH B HUX
MIPOMCXOJUT HE TaK MHTEHCUBHO, Kak Juist [IK, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPHUIIOKEHUI.
CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAaKTHUYECKH JOTHAJIM HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacmmpenne (PyHKIIMOHAIa BJIEUET 32 COOO0M OOJNBIITYIO CJI0KHOCTh M MEHBIITYIO 3alTUIIICHHOCTb.
Jlaneko He Bce MPOM3BOAUTEINHN BBITYCKAaIOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTHUYECKHUE YSA3BUMOCTH
JUISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJ1s1 0€30MaCHOCTH MOOMIIBHOTO TeJe(oHa:



Huuero He siBisieTcs Mo-HacTosIIEMy OecriaTHeIM. Bysib ocTopokeH, BeJib Korna Tede rnpeiaraior
OecIIaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIaTHBIE YCIYTH;

Hymaii, npexzie uem otnpaButh SMS, ¢poTo unu Bueo. Thl TOUHO 3HaACIIb, T/I€ OHU OYIyT B
KOHEYHOM HTOre?

Heo6xomumMo 0OHOBIIATH ONEPAlMOHHYIO CUCTEMY TBOETO cMapT(OHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI /111 MOOMIJIBHBIX TEIE(POHOB;

He 3arpy»xaii npuaoXeHHs OT HEU3BECTHOI'O UCTOUHUKA, BEIb OHU MOTYT COZIEPKAaTh BPEIOHOCHOE
porpaMMHOE 00eCIIeYeHHE;

[Tocne Toro kKak Thl BBIHACHIB C caiiTa, I/1e BBOAWI JIMYHYIO HH(DOpMAIHIO, 32l B HACTPOUKH
Opaysepa u yaanu cookies;

ITepronnueckn mpoBepsiii, KAKUE IUIATHBIE YCIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIIBHOTO Tele(OHa TOIBKO JIOIAM, KOTOPBIX ThI 3HACIIb U KOMY JIOBEpSCIIb;
Bluetooth nomxen ObITh BBIKIIOUEH, KOT/Ia THl UM HE MoJib3yelbest. He 3a0biBaii MHOTAA IPOBEPATH
3TO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPAaCOUHbIE, 3aXBaThIBAIOIIME Pa3BI€UeHUs, 00bETNHSIONINE
COTHHM THICSY YEJIOBEK 110 BceMy MUpY. Irpoku HcciaeayoT JaHHbIH UM MUP, OOIIAIOTCS IPYT €
JPYTOM, BBITIOTHSIIOT 3a/1aHUs, CPAXKAIOTCS C MOHCTPAMHM U MOJIYYalOT OMBIT. 3a YIOBOJILCTBHE OHU
IUIATAT: HOKYHAIOT JHUCK, OIJIaYMBaIOT aDOHEMEHT WM MTPUOOPETAI0T KaKue-TO OMIINU.

Bce atH cpenctBa uayT Ha noajep;kaHue U pa3BUTHE UTPHL, a TAKXKE Ha caMy 0e30IacHOCTb:
COBEPILEHCTBYIOTCS CUCTEMBI aBTOPU3ALIMH, BBIITYCKAIOTCSI HOBBIE MAaT4X (LM(POBbIE 3aIUIaTKU IS
IIpOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo06HbIX Urpax CTOMT ONacaTbcsl He CTOIBKO CBOMX COMEPHUKOB, CKOJIBKO KPasku TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3alluU OOJIBIIUHCTBA UTD.

OcCHOBHBIE COBETHI TI0 O€30MACHOCTH TBOETO UTPOBOTO aKKAyHTa:

1. Ecm npyroit urpok BeAeT ceds MI0X0 WM Co3/1aeT TeOe HEMPUITHOCTH, 3a0JI0OKUPYH ero B
CIIUCKE UI'POKOB;

2. Iloxainylics aIMAUHHACTPATOPaM UIPhI Ha TUIOXO€E MOBEIEHHUE 3TOTO UIPOKa, KEIaTeIIbHO
IIPUIIOKUTH KaKHe-TO JI0KA3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii 1MuHy0 HHQOPMALIKIO B ITpodaiisie Urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoduIIMaabHbIE TAaTYX U MOJIBI;

6. Mcnionb3yii CI10KHBIE U pa3HBIE 1APOJIH;

7. Jaxke BO BpeMsl HTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [10Kka ThI UTpaeib, TBOMH KOMIIBIOTED
MOTYT 3apa3HTh.

OUIIHT WITH KpaXka THYHBIX JaHHBIX

OObIUHOM Kpaskell IeHeT U JOKYMEHTOB CEroJIHS Y>K€ HUKOTO HE YJMBHILb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOT U 3JI0YMBIIUIEHHUKH NTEPEMECTIIINCH B MHTEPHET, U MPOJOKAIOT 3aHUMAaThCS
"1I00UMBIM" IETTOM.

Tak nosiBUIach HOBasi yrpo3a: HHTEPHET-MOILIEHHUYECTBA WK (DUILIMHT, TIIaBHAS LIE]Ib KOTOPOTO
COCTOMT B MOJIy4€HUH KOH(UICHIINATBHBIX JaHHBIX MTOJIb30BaTENIeH - TOrMHOB U napoieil. Ha
aHmmiickoM s3bike phishing unraercs kak ¢umunr (ot fishing - peiOHas noBs, password -
1apoJib).

OcHoOBHBIE COBETHI 110 60pHOE C PUILIUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciiu ThI mos1o3peBaeliib, 4To TBOS aHKeTa Obljla B3JIOMaHa, TO
HE00XOMMO 3a0JIOKHPOBATh €€ U COOOIINUTh aAMUHHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO
CKopee;

2. Ucnonw3yit 6e30macHbie BEO-CalThl, B TOM YHCIIC, MHTEPHET-MAara3nHOB M MIOWCKOBBIX CUCTEM;
3. Vcnionp3yii cioxkHbIe U pa3Hble Mapoiu. Takum oOpazom, eciu TeOs B3IIOMAIOT, TO
37I0YMBIIIJIEHHUKY TOJy4aT JOCTYI TOJIBKO K OAHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;



4. Ecniu Te0st B3IOMaiH, TO HEOOXOMMO MPENyNPEeUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE
N00aBIICHBI y T€OS B APY3bsiX, O TOM, UTO T€OsI B3JIOMAJIHN M, BO3SMOXHO, OT TBOETO MMEHH OyleT
pacchlIaThes CaM U CChUTKY Ha (DUIITMHTOBBIE CAMTHI,

5. YcranoBu HanexHbii naposb (PIN) Ha MoOmIbHBIN TenedoH;

6. OTKITIIOYM COXpaHEHue Maposs B Opaysepe;

7. He oTkpbiBaii (hailibl ¥ Ipyrue BIOXKEHUS B MMCbMaXx, JIaXKe €CJIM OHU IMPUIIUIA OT TBOMX Apy3eH.
Jlyd1iie yTOUYHM Y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (paitiibl.

[{udposas penyranus

[{udposas pernyTanus - 5TO HETaTUBHAS WU MO3UTHBHAs HHPOPMAIUS B CETH O TeOe.
Kommpomerupyroniast undopmaniys, pasmMelieHHasi B MHTEpHETE, MOKET CEpbe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOM ku3HU. "Lludposas penyTanus" - 3T0 TBOM UMUK, KOTOPBIN
bopmupyercs u3 uHGpoOpManuu o Tede B UHTEPHETE.

TBOE MeCTO )KUTENIbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH XapaKkTepa u
paccka3bl 0 OJIM3KUX - BCE 9TO HAKAIIMBAETCs B CETH.

MHorue nogpoCTKU JETKOMBICIEHHO OTHOCATCS K MyOIMKaluu JHIHOH nHdopmarnuu B MIHTEpHETE,
HE TIOHKUMasi BO3MOXHBIX MociencTBU. Thl Jake HEe CMOXKEIIb 10TaaThes 0 TOM, 4To (oTtorpadus,
pasMelleHHas 5 JIeT Ha3a/l, cTaja MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KomMmenTapuu, pazmenienue TBoux ¢ororpaduii u qpyrue AeMcTBHUsI MOTYT HE HCUE3HYTh JJaxe
1oCJIe TOTO, KaK Thl X yAalullb. Thl HE 3HACIIb, KTO COXPaHUJI 3Ty HH(POPMAILIUIO, I0Majia JIM OHa B
MOMCKOBBIE CUCTEMBI M COXPAHUIIACh JIM OHA, a IIaBHOE: YTO MOAYMAIOT O TeOe OKPYKAaoIIKe JIIO/H,
KOTOpBbIC HAAYT U yBUIAT 3T0. HaiiT nH(OpMaIMio MHOTO JIET CITyCTsI CMOXKET JIF000H - KaK U3
T0OpBIX MOOYKIEHUH, TaK U ¢ HAMEPEHUEM MPUYUHHUTD Bpea. ITO MOXKET ObITh KTO YTOAHO.
OcHOBHBIE COBETHI IO 3aIIUTE [U(PPOBOI pemyTaIiu:

1. [Toxymaii, mpeskie 4em 4To-TO MyOIMKOBATh U TIEpeiaBaTh y ceOs B OJI0Te WIIM B COIMATTBHOM
CeTH;

2. B HacTpolikax npo¢uiis yCTaHOBH OTpaHUYEHHUsI Ha IIPOCMOTP TBOETO MpouiIst U ero
COJEPKUMOTO, C/IeTall ero TOIbKO "I Ipy3en';

3. He pasmemaii u He yka3biBaii HH()OPMAIINIO, KOTOPAst MOXKET KOTO-JIM00 OCKOPOJISATh UITH
00MXaTh.

ABTOpCKOE ITPaBo

CoBpeMeHHbIE IIKOIBHUKHU - aKTUBHBIE TI0JIb30BaTeIM HU(PPOBOrO MpocTpaHcTBa. OHAKO AIEKO
HE BCE 3HAIOT, YTO MOJIb30BaHUE MHOTMMH BO3MOXKHOCTSIMHU IIU(PPOBOro Mupa TpedyeT coOmoaeHus
IpaB Ha UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTyanbHasi COOCTBEHHOCTh'" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSM YEJIOBEUECKOTO
yMa, HAYMHAas ¢ HOBBIX N300pETEHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HAa MPOAYKTHI U
YCIIyTH, ¥ 3aKaHYMBasi KHUTaMu, pororpapusmMu, KHHOQUIbMaMH U My3bIKaJIbHBIMU
IIPOU3BEACHUSMH.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha MHTEUIEKTYyaJIbHYyI0 COOCTBEHHOCTh Ha MPOU3BECHUS HAYKH,
JUTEpaTypbl U UCKyCcCTBA. ABTOPCKHE ITpaBa BBICTYIIAIOT B KAY€CTBE FapaHTUH TOTO, YTO
MHTEJJIEKTYaIbHBINA/TBOPUYECKUH TPy aBTOpa He Oy/ieT HalpacHbIM, AACT €My CIIpaBe/IINuBbIC
BO3MO)KHOCTH 3apadoTaTh Ha pe3ysbTaTax CBOEro Tpy/a, MOJIYYUTh U3BECTHOCTh U MTPU3HAHUE.
Huxkro 6e3 paspelieHust aBTopa HE MOXKET BOCIIPOU3BOAUTD €r0 MPOU3BEACHHE, PACTIPOCTPAHSATS,
nyOJIMYHO JIeMOHCTPUPOBATH, NIPO/IaBaTh, UMIIOPTUPOBATH, ITyCKaTh B MPOKAT, MyOIUIHO
HCIIOJHSTh, TOKA3bIBaTh/UCIIONHATh B A3Upe WiK pa3Meniats B IHTepHeTe.

Hcnonb30Banue "Muparckoro” mporpaMMHOTO 00eCIIEYeHUsI MOKET MPUBECTH K MHOTHM PHCKaM:
OT MOTEPH JTAHHBIX K TBOUM aKKayHTaM J10 OJIOKHPOBKH TBOETO YCTPOWCTBA, I7le yCTAaHOBJICHA
HelnerajgbHas nmporpamma. He cTouT Takske 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIE U OeCIUIaTHbIE
IIPOrpamMMBbl, KOTOPbIE MO)KHO HAaWTH B CETH.

O nopraine

CereBUuOK.p( - TBOM ITTaBHBINA COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O O€30MACHOCTH B CETH
MOHSATHBIM M JJOCTYTIHBIM SI3bIKOM, @ IIPH BOBHUKHOBEHUHU KPUTHUECKON CUTYalluu OOpaTUTHCS 3a
COBETOM. A Tak»Ke MPUHATH YYacTHE B KOHKYpPCaX U CTaTh CaMbIM LU(DPOBBIM IrpaK AaHUHOM!



